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The following words and symbols mark special messages throughout this
guide:

WARNING: Text setoffin this mannerindicates that failure to follow
directions could resultin bodily harm or loss of life.

CAUTION: Text set off in this mannerindicates that failure to follow
directions could resultin damage to equipmentorloss of
information.

AVERTX

IMPORTANT SAFEGUARDS

1. Read Instructions
Read all of the safety and operating instructions before using
the product.
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Retain Instructions
Save these instructions for future reference.

Attachments / Accessories

Do not use attachments or accessories unless recommended
by the appliance manufacturer as they may cause hazards,
damage productand void warranty.

Installation

Do not place or mountthis productin or on an unstable or
improperly supported location. Improperly installed product
may fall, causing serious injury to a child or adult, and damage
to the product. Use only with a mounting device recommended
by the manufacturer, or sold with the product. To insure proper
mounting, follow the manufacturer's instructions and use only
mounting accessories recommended by manufacturer.

Power source
This productshould be operated only from the type of power
source indicated on the marking label.



Precautions

REGULATION

Operating

e Before using, make sure power supply and others are properly
connected.

¢ While operating, if any abnormal condition or malfunction is
observed, stop using the cameraimmediately and then contact
AvertX Customer Support.

Handling

e Do notdisassemble ortamperwith partsinside the camera.

e Do notdrop or subjectthe camera to shock and vibration as
this can damage camera.

e Care must be taken when you clean the clearlens cover.
Scratches and dust will ruin the image quality of your camera.
Do not use strong or abrasive detergents when cleaning the
camera body. Use a dry cloth to clean the camerawhenitis
dirty. In case the dirtis hard to remove, use a mild detergent
and wipe the camera gently.

Installation and Storage

e Do notinstallthe camerain areas of extreme temperaturesin
excess of the allowable range. (-35°F~ 122°F/ -37°C ~ 50°C)

e Avoidinstallingin humid ordusty places. The relative humidity
mustbe below 90%.

e Avoidinstallingin places where radiation is present.

e Avoidinstallingin places where there are strong magnetic
fields and electric signals.

¢ Avoidinstalling in places where the camera would be subject
to strong vibrations.

e Neverface the cameratoward the sun. Do not aim at bright
objects. Whetherthe camerais in use or not, neveraim it at
the sun or other extremely brightobjects. Otherwise the
cameramay be damaged.
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This device complies with Part 15 of the FCC Rules. Operation is
subjectto the following two conditions: (1) this device may not cause
harmfulinterference, and (2) this device mustaccept any interference
received, including interference thatmay cause undesired operation.

This symbol on the productor on its packaging indicates thatthis
productshall not be treated as household waste in accordance with
Directive 2002/96/EC. Instead it shall be handed overto the applicable
collection pointforthe recycling of electrical and electronic equipment.
By properwaste handling of this product you ensure that it has no
negative consequences for the environmentand human health, which
could otherwise be caused if this productis thrown into the garbage bin.
The recycling of materials will help to conserve natural resources.

For more details information aboutrecycling of this product, please
contact your local city office, your household waste disposal service or
the shop where you purchased the product.

Compliance is evidenced by written declaration from our suppliers,
assuring that any potential trace contamination levels of restricted
substances are below the maximum level setby EU Directive
2002/95/EC, or are exempted due to theirapplication.

WARNING

DANGEROUS HIGH VOLTAGES ARE PRESENT INSIDE THE
ENCLOSURE.

REFER SERVICING TO QUALIFIED PERSONNEL ONLY.



CAUTION

TO REDUCE THE RISK OF ELECTRIC SHOCK,
DO NOT REMOVE COVER (OR BACK).
NO USER-SERVICABLE PARTS INSIDE.
REFER SERVICING TO QUALIFIED SERVICE PERSONNEL.
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INTRODUCTION

OVERVIEW

The HD428 NightVision HD Indoor/Outdoor IP camerais capable of
providing real time streaming video with smooth image quality. The
HD428 offers dual streaming and can be used in a variety of
installationsincluding shops, stores, banks, factories and for building
surveillance.

With Power over Ethernet (PoE), the need for separate powerlinesis
eliminated and cabling and installation costs can be significantly
reduced. The lightweightand small size allow for quick and simple
installation on either the ceiling or walls of structures or vehicles.

The HD428 is equipped with Spectrum Vision Wide Dynamic Range,
which makes it possible to identify details even in lighting conditions
with severe shadows or backlighting, and the IR LEDs make it a perfect
camera fordark areas and nighttime surveillance.

Camera Default Settings

IP Address 192.168.0.250
Username admin
Password 1234
Management Port 80

Streaming Port 554

(RTSP)

36775AA

Product Features

Progressive Scan CMOS Sensor

4K Resolution

Integrated Heater

H.264 Enhanced Codec

Dual Streaming

Multi-Language Support

Tampering Alarm

Spectrum Vision Wide Dynamic Range (WDR)
Motion Detection

Privacy Masks

SmartPicture Quality / 3D Noise Reduction
Network Failure Detection

True Day/Night(ICR)

IR LED Module (working distance up to 100°)
Weatherproof (IP67 Outdoor Rated)

ONVIF Support



ONE: GETTING CAMERA OVERVIEW

STARTE D Before installing or connecting the bulletcamera, please referto this
section and complete preparations forcamera setup and all switch

settings.

BOX CONTENTS Camera Diagram

Before proceeding, please check that the box contains the items listed
here. If anyitem is missing orhas defects, DO NOT install or operate 2
the productand contact your dealerforassistance. \

& @

HD428 Camera Self-Tapping Plastic Anchors
Mounting Screws (includes extra)

1 Reset button Restore camera settings to default
settings. For more information see
Resetting the Camera

Quick Start Guide IP66 Cable
Connector 2 Lock Nut To adjust angle, loosen lock nut.
3 Adjustment To adjust angle orrotate camera body,
Screws loosen screws.
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Dimensions

Length—7.5" (191 mm)
Width —2.9” (73 mm)
Height—2.8" (71 mm)
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Connections

The HD428 cameras use Power over Ethernet (PoE). The only
connection on the cameraisthe RJ45 Ethernet dongle located on the
rear of the camera. Connectone end of the Ethernet cable to the

dongle, and connectthe otherend to the recorder, or to a PoE switch.

e Protect the network cable connection from waterdamage by
running the cord inside a wall or ceiling, or through conduit.

e [f passingthe cord through a wall or ceiling, drilla 7/8” hole.

e Foroutdoorinstallations, seal any holesin the wall or ceiling with
silicone caulk to protect againstwater intrusion.

AvertX recommends using Category 5 Ethernetcable to connect the
camerato your network. For the best transmission quality, the cable
length should not exceed 328 feet (100 meters).

10



Weather Resistant Cable Connector To Install the weather resistant cable connector, follow these steps:

1. Slide all pieces of the waterproof cable connector over the cable

This camera features an IP66-rated weather resistant connector. For . .
plugin this order:

unprotected outdoor connections, screw the connectoron the included

Ethernet camera cable onto the camera dongle. If your installation e Thread Lock Cap
location does not require a water-resistantconnection, loosen and slide . . . . .
the connector back on the cable untilit's out of the way. e Flexible silicone seal ring. You will need to stretch the silicone

seal over the RJ-45 plug.
This camera features an IP66-rated waterproof cable connector for

unprotected outdoor connections. You do not need to re-terminate

the cable to use the waterproof cable connector. TIP: Insert the flexible silicone seal ring onto the tip of a pair of

needle nose pliers and stretch the seal over the RJ45 plug
Included Pieces:

e RJ45 Enclosure

' B!

Stretch the small silicone “O” ring onto the camera dongle

Silicone Seal Rin
9 3. Connectthe camera cable to the plug on the dongle. Screw the

RJ45 Enclosure into the dongle.

4. |Insertthe flexible silicone seal into the “crown” section of the large
plasticring

5. Screw the small plasticring into the large plasticring

RJ45 Enclosure Small Sél:ﬁ;ne 0 TIP: To remove the RJ45 enclosure from the camera cable,
tape down the locking tab on the RJ45 plug with electrical

or office tape.

CAUTION: Do notattemptto disconnectthe camera connection
withoutloosening the smallerthread lock cap. Do not force.
Forcing the assembly will break the camera dongle and will
void camera warranty.

36775AA
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TWO: CONNECTING

BENCH TEST

Tip The defaultIP address of your IP camerais 192.168.0.250

Note If you cannotconnectto the camera you may need to change
the camera’s IP address to match your network settings.

AvertX recommends thatyou perform a bench test of your camera
before installation. This will confirm thatyour camera is functioning
correctly and familiarize yourself with the functions before itis installed
and possibly out of reach.

To bench test your camera, attach the camera network connectorto
your recorder and test whether or not the camerais functioning
correctly. Once the camerais connected to the recorder, test all
functions (especially Auto Focus, Zoom, IR NightVision)to ensure
proper operation.

If the camera will notconnect or is not functioning correctly, do not
install and contact AvertX Support.

AvertX Camera Finder

The Camera Finderapplication is available to download atavertx.com.

Finding IP Cameras
1. Open the folderwhere you downloaded Camera Finder.
2. ClickCameraFinder.
3. Click Device Search on the Device Searchwindow.
Toence Seach 1002

Search Method Praject Fiter ]
@ Local Broadeast 1 device(s) found!

(AL -
1P Relay TCF Device Search

Port |Netmask.

255000

4. If a Windows Security Alert window opens, click Unblock to allow
the IP utility to access your network.

5. Click Device Search again to find all connected IP devices.
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Accessing the Camera

You can view live video and access the camera configuration by
accessing the camerain aninternet browser.

1. Right-click the desired network device and select Browse.

2. Type the defaultusername and password in the login window to
access the video serverusing your internet browser.

Changing the IP Address

If you are not directly connecting to an AvertX HDIP recorder, you must
manually change the IP address. Change the IP addressto a numberin
the same subnetas your existing network or to the recommended
network settings foryour network.

1. Right-click the desired network device and then click Network
Setup.

2. Select the Static IP option.

Enter the new IP Address, Gateway, Netmask,and DNS for
camera.

12



THREE: SETUP AND
CONFIGURATION

INSTALLING THE CAMERA

Note: Before installing this camera, please refer to the Quick Start
Guideincluded in the camera box.

The camera can be installed directly onto the wall or ceiling. Be sure
that the structure is strong enough to supportthe camera.

Ceiling and Walll Installation

Bulletcameras are suitable formounting on either a wall or ceiling.

1. Use the included mounting template to pre-drill holes forthe
mounting screws and, if passing the cable through the ceiling or
wall, drilla %4” hole.

2. Connectthe Ethernet cable from ceiling or wall to the dongle on the
camera.

e Protect the network cable connection from waterdamage
by running the cord inside a wall or ceiling, or through
conduit

e Foroutdoorinstallations, seal any holesin the wall or
ceiling with silicone caulk to protect againstwater
intrusion.

3. Loosenthe adjustments screws and locknuton the camera bracket
mount. Aim the camera down to access screw holes

4. Affixthe camera base to the ceiling orwall with the included
screws. When mounting on an unprotected outside wall, the cable
notch should be positioned downward.

5. Adjust the position of your camera. Be careful not to damage the
cable when moving the camera.

36775AA

Tighten the locknut to secure your camera.

Mounting Bracket Base

Screw Screw

Screw Screw

NS

6. Use a Phillips screwdriverto loosen the screw on the side of the
bracket mount.

7. Adjustthe position of yourcamera to the image you want.
8. Tightenthe screws to secure your camera.

\ |

Twist

Note HD428 cameras are equipped with a seal inside the housing
to prevent moisture from entering. If you have any concerns
aboutmoisture entering the housing or wall through the cable
egress, AvertX recommends sealing the opening atthe wall
and at the base of the camera with silicone caulking.

13



Considerations for Infrared (IR) Lights

Environmental factors can limitthe performance of nightvision using IR
illuminatorlights. Infrared lightbehaves the same as visible lightand will
reflect off of brightor shiny objects and overexpose theimage. The
camera will adjustto properly expose the brightareas of the image,
which may leave the dark areas obscured.

For best IR Night Vision performance:

Be aware of surfaces that can cause IR light to reflect back into the
camera.

¢ Reflective (shiny) or light-colored surfaces and objects close to the
camera canreflectIR light backinto the camera.

o Remove the reflective (shiny) or light-colored surfaces and
objects or reposition the camera away from these objects.

e Mounting the cameradirectly to light colored or shiny soffits (white
aluminum, forexample) canreflectIR lightback into the camera.

o Repositionthe lens so the IR lights aren’t pointed at the
soffit.

o Coverthe reflecting surfaces with non-reflective surface
(non-reflective tape, dark paint)

o Mountthe cameraona nearbywallusinga mounting
bracket.

Note: Do not use solvents, papertowels, newspaper, or other rough
materials to clean the lens cover. This can scratch the lens
cover and cause IR distortion

36775AA

J \ Reset Button

Resetting the Camera

Your HD428 camerais equipped with a reset button to return the
camera to factory defaultsettings, if necessary. To reset yourcamera,
power cycle the camera then push and hold the reset button for 15
seconds. This has to be performed within 10 min afterthe camera has
been powered on or the reset will fail. The IP address of the camera will
return to 192.168.0.250.

14



Removing the Lens Cover

The HD428 mini bulletcamera is factory sealed and cannotbe opened
foraccess or service. Removing the lens cover or otherwise opening
the camera will destroy the seal and void the warranty.

Focusing the Camera Lens

The HD428 is pre-focused atthe factory and cannotbe adjusted by the
enduser. If yourcamerais out of focus, contact AvertX Support.

36775AA

Cleaning the Lens Cover

The Lens Cover of the HD428 is made of hardened polycarbonate. Itis
extremely durable, butcan be damaged if cleaned improperly.

To clean the lens cover:

e Tocleandustorloose dirt, use compressed air.

e Tocleansmudgesorstuck ondirt, use warm water with a few
drops of dish soap (Dawn, Palmolive, etc)and a clean microfiber
cloth.

CAUTION: The following products can damage the lens cover and
cause IR distortion and a reduction in clarity.

Do not use:

e Ammonia,alcohol, or other solvents
e Papertowels, newspaper,orother rough materials
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CONNECTING TO THE CAMERA

Connecting in a Web Browser

1. Type the IP address of the camerain a web browser.
or
Use the Camera Finder software and locate the camera on the IP
Finderlist, then double-click the camerato open the Viewer
software in your web browser.

2. Login to the camera with the appropriate UserName and
Password.

Default Username and Password

The username and password are case sensitive. It is strongly
recommended thatthe password be changed after the initial setup to
preventunauthorized access.

Username —admin
Password — 1234

Administrator/User Privileges

The Administrator accounthas the authority to configure the IP camera
and authorize users’ access to the camera. The User accounts have
access to the camera with limited authority.

36775AA

Connecting a Stream

AvertX IP cameras are optimized for use with AvertX HDIP recorders,
but you can also connectto your AvertX IP cameras using third party
software like VLC media player (http://www.videolan.org).

To connect the camera, you may need to provide the stream URL. All
AvertX IP cameras are capable of delivering two RTSP streams, as well
as streaming MJPEG over HTTP. The stream URLs are listed below:

rtsp://<ipaddress>:<rtspport>/media/video1 - stream 1
rtsp://<ipaddress>:<rtspport>/media/video2 - stream 2

VLC will ask forthe user name and password for your AvertX camera,
use the following administrative credentials:

Username:admin

Password: 1234
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PREPARATION

Afteryou have completed the installationin accordance with the quick
guide, connectthe camera to power to start it. After the camerais
started, you can access the camera from a PC client installed with a
web browser or the video managementsoftware.

Check before login

e The cameraisoperating correctly.

e The network connection between the PC and the camerais
normal.

Add the IP address as a trusted site

Note:  The IP address 192.168.0.250 in this example is the defaultIP
address. Please replace it with the actual address of your
cameraifithas been changed.

36775AA
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LOGGING INTO THE WEB
INTERFACE

The defaultstatic IP address of the camerais 192.168.0.250, and the
defaultsubnetmaskis 255.255.255.0. DHCP is turned on by default. If
a DHCP server is used in the network, the IP address of your camera
may be assigned dynamically, and you need to use the correct IP
addressto log in. Use the video management software to view the
dynamicIP address of your camera.

The following takes IE as an example to describe the login procedure.

Browse to the login page by entering the correct IP address of
your camerain the addressbar.

If you login forthe first time, follow system prompts and install
the ActiveX. You need to close your browserto complete the
installation.

To clear the Username and Password text boxes and the
Save Password check box, clickReset.

INTRODUCTION TO THE WEB
INTERFACE

By default, the live view window is displayed when you are logged in to
the Web interface. The following shows an example.

INITIAL CONFIGURATION

Note:

To manually load the ActiveX, type http://IP
address/ActiveX/Setup.exe in the address bar and press
Enter.

36775AA

The defaultpassword is used for your firstlogin. To ensure
accountsecurity, please change the password after your first
login. You are recommended to set a strong password (noless
than eightcharacters).

The camera protectsitself from illegal access by limiting the
number of failed login attempts. If login fails sixtimes
consecutively, the camera locks automatically fortenminutes.

Enter the username and password, and then click Login. For
the firstlogin, use the default username:adminand password
1234.

If you login with Live View selected, live video will be
displayed when you are logged in. Otherwise, you need to start
live video manually in the live view window.

If you log in with Save Password selected, you do not need to
enter the password each time when you login. To ensure
security, you are not advised to selectSavePassword.

After youlog in to the device, please perform the following initial
configuration.

ltem

Description

1. Set the TCP/IP address
forthe device.

Reconfigure the device IP and network
parameters based on the actual
networking.

2.Log outandlogin again
to the Web using the new IP
address.

3. Set the system time.

Set the system time based on the actual
situation.

4.(Optional) Setting the

servers.

Set the managementserver based on the
actual networking.

5. Set OSD.

Set the information displayed on the
screen as needed, forexample, time.

6. (Optional) Manage users. [Change the defaultpassword and add

common users as needed.
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AVERT B Live View | £+ Setup 1

MJEPG

You can watch the live video afterfinishing the initial configuration.
Please configure other parameters as needed.

No. Description
1 Menu
2 Live view window
3 Live view toolbar
e The parametersthatare grayed outcannot be modified. For
the actual settings, see the Web interface.
36775AA

AVX-HD420R @ Logout

Image

It is recommended thatyou change the password when you

are logged in the firsttime. For details about how to change a

password, see Security.
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FOUR:

CONFIGURING
SETTINGS

NETWORK CONFIGURATION

TCP/IP

Modify communication settings such as the IP address forthe camera
so that the camera can communicate with otherdevices.

E-mail
Port Mapping
802 1x

TCPNP

1Pv4-

DHCP/Stafic IP

IPv6 Mode Manual

IPv6 Address

Prefix Length

Default Gateway

DNS:

Preferred DNS Server

Alternate DNS Server

8 MU

Port Type

Y Operafing Mode Auto-negotiation

Note:  After you have changed the IP address, you need to use the
new IP addressto login.
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e The configurations of DNS (Domain Name System) server
are applicable when the device is accessed by domain name.

IPv4

DHCP

The Dynamic Host Configuration Protocol (DHCP)is enabled by default
when the cameraisdelivered. If a DHCP server is deployedin the
network, the camera can automatically obtain an IP address from the
DHCP server.

To manually configure DHCP, follow the steps below:

1. ClickSetup > Network > TCP/IP.

2. Select DHCP from the IP Obtain Mode drop-down list.
3. Click Save.

Static Address

1. Click Setup > Network > TCP/IP.
2. Select Static IP from the IP Obtain Mode drop-downlist.

3. Enterthe IP address, subnet mask, and defaultgateway address.
Make sure that the IP address of the camerais unique in the
network.

4. Click Save.

If a gatekeeperorfirewallis used in the network, Universal Network
Passport (UNP) can be used to interconnectthe network, and the UNP
server will assign an IP address to the connected cameras.

1. Select Enable for UNP Service.

2. Inthe UNP Server IP text box, enter an IP address for the UNP
server. Select Yes to enable authentication, and then set the
username and password for UNPauthentication.

3. Click Save.

PPPOE

If the camerais connected to the network through Point to Point Over
Ethernet (PPPoE), you need to select PPPoE as the IP obtainment
mode.

1. Click Setup > Network > TCP/IP.
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2. Select PPPoE from the IP Obtain Mode drop-down list.

3. Enterthe username and password provided by your internet
Service Provider (ISP).

4. Click Save.

36775AA

Port

Port

| HTTP Port
HTTPS Port
RTSF Port

Note: Modifying the RTSP or server port number will cause the device to restart.

1. Click Setup > Network > Port.
2. Configurerelevantportnumbers.
3. ClickSave.

Note: If the entered HTTP port numberhas been occupied, a
promptmessage will be displayed as Port conflicts. Please
try again. 23, 81, 82, 85, 3260 and 49152 are occupied by
default. And other occupied ports will be detected
automatically.
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DDNS

DDNS (Dynamic Domain Name Service)is a service that allows a
connection to an IP address using a hostname (URL) address instead of
a numericIP address. Most Internet Service Providers use Dynamic IP
Addressing that frequently changes the public IP address of your
internetconnection; this means that when connecting to the camera
over the internet, you need to know if your IP address has changed.
DDNS automatically redirects traffic to your current IP address when
using the hostname address.

DDNS Service B Enable

DODNS Type DynDNS T

Server Address W yndns_com

Domain Name
Usemame
Password

Confirm Password

1. ClickSetup > Network > DDNS.

Enable DDNS Service.

Enter DDNS info provided by your DDNS provider.
Click Save.

N
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FTP

After the configuration of FTP, you will be able to upload snapshots from
network camerasto a specified FTP server.

~Server Parameters

Server IP 192 168.0 150 Upload Images [ |
Overrio Sozoe W

Usemame

Overwrite Al{image) 1000

Password

1. Click Setup > Network >FTP.

2. Configure the IP address, port numberof the FTP server, the
username and password of the upload account, enable Upload
Images and Overwrite Storage, and then set the overwrite image
threshold.

3. Click Save.
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Parameter Description

E-Mail

After the configuration of E-mail, when alarms are triggered, you will be
able to send messagesto the specified E-mail address.

Attach Image |When enabled, the e-mail will contain 3 instant
snapshots as attachmentaccording to the Capture
Interval.

Name

Address

SMTP Server

SMTP Port

SS5L B Enable

Server Authenfication B Enable

Capture Interval(s)

Username

3. Click Save.

Port Mapping

Port Mapping

Port Mapping

@ Enable @ Disable

Mapping Type

Inactive
Inactive

Inactive

Password

1. Click Setup > Network > Port Mapping.

Name1

2. Enable Port Mapping and select mapping type. If Manual is
selected, then external ports must be configured (external IP is

MameZ obtained automatically by the camera). If the configured portis

Address2 occupied, then the Status will show Inactive.

N 3 .
s 3. ClickSave.
Address3

The camera can send an e-mail via Simple Mail Transfer Protocol
(SMTP) when a variety of events occur. SMTP is a protocol for sending
e-mail messages between servers. SMTP is a relatively simple, text-
based protocol, where one or more recipients of a message are
specified and the message text is transferred. Consultyour email
providerto get your SMTP server information.

Address1

Three accounts can be configured. Each set includes, Account Name,
Password and E-mail Address settings. For SMTP server, contact your
network service providerfor more specificinformation.

1. Click Setup > Network > E-mail.

2. Configure relevantparameters of the senderand the recipientThe
following table describes some major parameters.

36775AA
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VIDEO CONFIGURATION

Video Configuration

You can set video parameters thatyour camera. You may also enable 1

sub-stream. :
. . . 2.

After enabling the sub, modify the parameters as required. The

parameters for the sub and third stream have the same meanings as 3.

Configuring Capture

With the function of capture configured, when an alarm is triggered, the

that for the mainstream.
1. Click Setup > Video > Video.

2. Modify the settings as required. The followingtable describes some

major parameters.
Parameter Description
Bitrate Type CBR: ConstantBit Rate, which meansthat the camera

transmits data at a constant data rate.

VBR: Variable Bit Rate, which means that the camera
adjusts the bit rate dynamically according toimage

quality.

Frame Rate

Frame rate forencodingimages. Unit: FPS (frame per
second).

Note:To ensure image quality the frame rate should not
be greaterthan the reciprocal of shutter speed.

Image Quality

When Encoding Mode is VBR, you can move the slider
to adjust quality level forimages. Moving the slider
toward Bit Rate decreases the bit rate and may affect
image quality. Moving the slider toward Quality

Smoothing

Set the extent of smoothing. Choosing Clear means
disabling Smoothing. Moving the slidertoward Smooth
increases the level of smoothing butwill affectimage
quality.

Note:ln a poor network environment, you can enable
smoothing to get more fluentvideo.

3. Click Save.
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camera will automatically upload the captured snapshots to the FTP
server or send snapshots the specified email address.

Click Setup > Video > Capture.
Configure relevantparameters.
Click Save.
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IMAGE CONFIGURATION

Image Enhancement

Note:

You may move the sliders to adjustsettings or enter valuesin
the text boxes directly. Clicking Default will restore all the
defaultimage settings.

1. Click Setup > Image > Image and then click Image Enhancement.

2. Use the slidersto change the settings. You may also enter values
directly. The following table describes some majorparameters.

ltem Description
Brightness Set the degree of brightness of images.
NNy
B o
r,u?;
Low brightness High brightness
Saturation Set the intensity of colorin the image.

Low saturation

High saturation

36775AA

Contrast Set the degree of difference between the
blackestpixel and the whitestpixel.
Low contrast High contrast
Hue Overalltendency of colorsin an image.
Normal hue Other hue
Sharpness Contrast of boundaries of objectsinan
image.
| B
Low sharpness High sharpness
2D Noise Reduce the noise ofimages. The function
Reduction may cause image blurring.




3D Noise
Reduction

Reduce the noise ofimages. The function
may cause motion blur (or ghosting in some
applications).

Image Rotation | Rotation of the image.

f ), g

Flip Vertical

90° Clockwise  90° Anti-clockwise

36775AA

To restore defaultsettingsin this area, click Default.

Exposure

The default settings are used for common scenes. Keep the default

settings unless a particular scene is required.

1. Click Setup > Image > Image and then click Exposure.

- image Enhancement-

~ Exposure-
Exposure Mode
Shutter (s)
Gain
Slow Shutter
Slowest Shutter
Compensafion

Metering Control Evaluative Metering

Day/Might Mode © Automatic @ Day @ Night

Day/Might Sensitivity Medium
Day/Might Switching(s)

WDR

WDR Level

WDR Open Sensitivity

WDR Close Sensifivity

2. Setthe parametersasrequired. The followingtable describes some

major parameters.
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Parameter

Description

Exposure Mode

Select the correct exposure mode to achieve the
desired exposure effect.

Shutter (s)

Shutter is used to control the light that comes into the
lens. A fast shutter speed is ideal for scenesin quick
motion. A slow shutter speed is ideal for scenes that

change slowly.

Note:You can set a shutter speed when Exposure
Mode is set to Manual or ShutterPriority.

If Slow Shutter is set to Off, the reciprocal of the
shutter speed mustbe greater than the frame rate.

Metering Control

Set the way the camera measures the intensity of
light.

Center-Weighted Average Metering: Measure light
mainlyin the central part ofimages.

Evaluative Metering: Measure lightin the
customized area ofimages.

Note:You can set this parameter only when Exposure
Mode is not set to Manual.

Gain (dB)

Controlimage signals so that the camera outputs
standard video signals according to the lightcondition.

Note:You can set this parameter only when Exposure
Mode is set to Manual or Gain Priority.

Slow Shutter

Improvesimage brightnessin low light conditions.

Note:You can set this parameter only when Exposure
Mode is not set to Shutter Priority and when Image
Stabilizeris disabled.

Day/NightMode

Automatic: The camera outputs the optimum images
according to the lightcondition. In this mode, the
camera can switch between nightmode and day
mode automatically.

Night: The camera provides high-quality black and
white images using the existing light

Day: The camera provides high-quality colorimages
using the existinglight.

Input Boolean: The camera switches between day
mode and nightmode based on the alarm input.

Slowest Shutter

Set the slowest shutter speed that the camera can use
during exposure.

Note:You can set this parameter only when Slow
Shutter is setto On.

Day/Night
Sensitivity

Lightthreshold for switching between day mode and
nightmode. A higher sensitivity means thatthe
camerais more sensitive to the change of lightand
becomes more easily to switch between day mode
and night mode.

Note:You can set this parameter only when Day/Night
Mode is set to Automatic.

Day/Night
Switching(s)

Set the length of time before the camera switches
between day mode and night mode afterthe
conditions for switching are met.

Note:You can set this parameter only when Day/Night
Mode is set to Automatic.

Compensation | Adjustthe compensation value as required to achieve
the desired effects.
Note:You can set this parameter only when Exposure
Mode is not set to Manual.
36775AA

WDR

Enable WDR to distinguish the bright and dark areas
in the sameimage.

Note:You can set this parameter only when Exposure
Mode is set to Automatic, Indoor 50Hz, Indoor 60Hz
and when Image Stabilizerand Defog is disabled.
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WDR Level After enabling the WDR function, you can improve
the image by adjusting the WDR level.

Note:Use level 7 or higherwhen there is a high
contrast between the brightand dark areas of the
scene. In the case of low contrast, it is recommended
to disable WDR or use level 1-6.

3. Torestore the defaultsettings, click Default.

Smart lllumination
1. ClickSetup > Image > Image and then click Smartlllumination.

2. Selectthe corresponding lightning type and then configure other
parameters.

White Balance

White balance is the process of offsetting unnatural color castin images
under differentcolortemperatures so asto outputimages that best suit
human eyes.

1. Click Setup > Image > Image and then click White Balance.

2. Select awhite balance mode as required. The following table
describes some major parameters.

Description

Parameter Description

Control Mode Global Mode: The camera adjusts IR illumination
and exposure to achieve balanced image effects.
Some areas mightbe overexposed if you selectthis
option. This option is recommended if monitored

range and image brightness are your first priority.

Overexposure Restrain: The camera adjusts IR
illumination and exposure to avoid regional
overexposure. Some areas mightbe dark if you
select this option. This option is recommended if
clarity of the central part of the image and
overexposure control are your first priority.

White Balance | Adjustthe red or blue offsetof the image:

Note: The camera adjusts the red and blue offset
automatically according to the light condition (the color
tends to be blue).

Fine Tune: Allow you to adjust the red and blue offset
manually.

Sodium Lamp: The camera adjusts red and blue offset
automatically according to the light condition (the color
tends to be red).

Outdoor: It is recommended forthe outdoor scenes with
a wide range of the color temperature variation

Locked: Lock the current colortemperature settings
withoutadjustment.

Manual: This mode allows you to manually control
the intensity of IR illumination.

Red Offset Adjust the red offsetmanually.

Note:You can set this parameter only when White
Balance is set to Fine Tune.

lllumination Level | Setthe intensity level of the IR light. The greater
the value, the higherthe intensity. 0 meansthat the
IR lightis turned off.

Note:You can set this parameteronly when Control
Mode is set to Manual.

Blue Offset Adjust the blue offsetmanually.

Note: You can set this parameter only when White
Balance is set to Fine Tune.

3. Selectthe correct IR control mode and set the parameters. The
following table describes some major parameters.

4. To restore the defaultsettings, click Default.
36775AA

3. Torestore the defaultsettings, click Default.
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Defog

Use the defog function to adjustthe clarity ofimages captured in fog or
haze conditions.

1. Click Setup > Image > Image and then click Advanced.

Note:  This function can be configured only when WDR isdisabled.

2. Enablethe defog function and then selecta level for the scene.
Level 5 achieves the maximum defog effects, and level 1 achieves
the minimum.

3. Torestore the defaultsettings, click Default.

36775AA
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OSD Settings

On Screen Display (OSD) is the text displayed on the screen with video
images and may include time and other customized contents.

1.

Click Setup > Image > OSD.

rDisplay Style—

Effect

Background

Font Size Medium

Font Color #0000-1

Min. Margin None

Date Format dd/MM/yyyy

Time Format HH:mm:ss

Select the check box, the content of the OSD and then set the
position to display it.

Position: Click the desired boxin the Live View area. Afterthe
cursor shape is changed, click and hold the button to move the box
to the desired position. To set the position precisely, use the X and
Y coordinates under Overlay Area.

Overlay OSD Content: The drop-down list provides Time, Preset
and Serial Info. You may also select Custom and enter the
content you want.

After you have set the position and OSD content, the \/sym bol
appearsin the Status column, which meansthatthe OSD is set
successfully. You may set multiple lines of contents for each area
and use and to adjustthe sequence of display.

After you have completed the settings, a message appears to
indicate the successful settings.
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You may right-clickin the preview window and then choose to viewin
full screen mode or at an aspect ratio. You may also double-click the
preview window to enter or exit full screen mode.

To cancel OSD foran area, clear the OSD content in the Overlay OSD
Content column or selectNone in the Position column.

The following shows an example time OSD.

30



Privacy Mask

On certain occasions, you may need to set a maskarea onthe camera
image to protect privacy, forexample, the keyboard of an ATM machine.
When PTZ changesits position or zooms, the Privacy Mask will be
adjusted accordingly to protect the area all along.

1. Click Setup > Image > Privacy Mask.

Privacy Mask

2. Click Add to add a privacy mask, and click Delete to delete a mask.

To mask a position: Click the box (with Mask displayed on it) to
activate the mask. After the cursor shape has changed, drag the
box to the intendedposition.

4. To maskan area: Use the mouse to draw a box on the area you
want to mask.

When privacy maskis configured, the intended area is blocked.

36775AA
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ALARM CONFIGURATION

You can schedule alarm reporting and set actions that can be triggered
by other devices so that alarms and the triggered actions can be
handledintime.

Alarm reporting can be scheduled for motion detection alarm and
tampering detection alarm.

Configuring Motion Detection Alarm

Motion Detection

Motion detection detects the objectmotion in a specified rectangular
areaduring a period. You need to set a detection area, sensitivity of
detection, object size, and history forthe camera to decide whether to
report a motion detection alarm when itdetects motion.

Motion Detection
Area
Sensitivity Low @
ObjectSize  Small @@=

History Short @

-Alarm Parameters.

S——
Cler Marmis)

Alarm Triggering Mode

W Upload o FTP I Trigger Storage W Trigger E-mail

EEnable Schedule-
E Am

0123456789 101112131415161718192021222324

1. Click Setup > Events > Common Alarm > Motion Detection.
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7.
8.

In the Detection Area area, click + to add a new detection area.
-9
To delete a detection area, click I .

Clickand drag the mouse to set a detection area.

Set the detection sensitivity, object size, and history forthe camera
to decide whetherto report a motion detection alarm.

Moving the sliderto the right increases detection sensitivity. When
the extent of motion within the detection area exceeds the set
objectsize, and if the duration of motion exceeds the set duration,
the camerareportsan alarm.

Motion detection results are shown in real time. The red lines
representthe raised motion detection alarms. The longera line, the
greaterthe extent of motion. The denserthe lines, the greaterthe
frequency of motion.

Set the alarm parameters.

Set actions to be triggered by motion detection alarm and the plan.

The following table describes the alarm parameters and the alarm-
triggered actions and how to set a schedule.

Iltem Description

Suppress After an alarm is triggered, the same alarm will notbe
Alarm(s): reported within the settime.

Clear Alarm(s): After an alarm istriggered, If the same alarm is not

triggered within the settime, the alarm will be cleared
and the same alarm can be reported again.

If the same alarm is triggered within the settime, the
alarm will notbe cleared until the suppress alarm time
expires. Then the same alarm can be reportedagain.

Uploadto FTP With Upload to FTP selected, the camera will

automatically upload snapshots to the specified FTP
server when an alarm is triggered.

Note: Make sure you have completed FTP and
Configuring Capture before using this function.
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Trigger E-mail

With Trigger E-mail selected, the camera will
automatically send snapshots to the specified E-mail
addresswhen an alarm is triggered.

Note: Make sure you have completed E-Mail and
Configuring Capture before using this function.

Enable Schedule

Select the check box and set the start and end times
during which motion detection alarm is effective. You
can directly drag the mouse to draw a plan and click
Edit to edittime periodsin the table. The time periods
cannotoverlap. The camerareports alarms during the
specified period(s)only.

You can select from Monday to Sunday and set four
periods foreach day.

9. Click Save.

36775AA
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Configuring Tampering Alarm

Configure tampering alarm so that the camera reports a tampering
alarm when the lens is blocked for a certain length of time.

Tampering Alarm Enable
Sensitivity = e—
Duration(ms)Ratio(s)
—Alarm Triggering Mode-
Trigger Storage

-l Enable Schedul

0123456789 101112131415161718192021222324

1. Click Setup > Events > Tampering Alarm.
2. SelectEnable for Tampering Alarm.

Set detection sensitivity and duration forthe camera to decide
whetherto report a tampering alarm. The camera can be more
sensitive to the blocking even it only blocks the camera lens slightly
from afartherlocation when sensitivity is set to high. The camera
reports an alarm when the lensis blocked for a specified length of
time.

Tampering alarm is effective to the whole screen. To disable tampering
alarm, clearthe Tampering Alarm check box.
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Set actions to be triggered by tampering alarms and the plan. For

detailed steps, see the descriptions of alarm-triggered actionsin
Configuring Motion Detection Alarm.

Click Save.
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SECURITY Setting Secure Data Transmission

User Management HTTPS

There are two types of usersin the system:

¢ Administrator:referred to as “admin”in this manual. The
defaultname of the administratoris admin, which cannotbe
modified. Admin has full permission and can manage all users
and devices. Only one admin useris allowed in the system.

e Commonuser:referredto as “user”in this manual. Useronly
has permission to play live and recorded video.Up to 31
common users are allowed in the system.

You can add a useron the user managementinterface (under Setup >
System > Security > User).

After the useris added successfully, you can change the password by
entering the new password or delete the user by clearing the username.

Note:  Only admin can change passwords. Changing the username
or password fora user when the user is still logged in will
force the userto log out. The user mustuse the new
username or password to login.

e Only admin can add and delete users. Deleting a user when
the user is stilllogged in will force the userto log out. A deleted
user cannotlogin.
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HTTPS allows secure connections between the IP Camera and web
browser that protects camera settings or Username/Password info from
snooping.

To use HTTPS, you are required to install a self-signed certificate ora
Authority (CA) -signed certificate. The HTTPS certificate can be
obtained by either creating and sending a certificate requestto a CA or
creating a self-signed HTTPS certificate

Port

| HTTP Port
HTTPS Port
RTSF Port

Note: Modifying the RTSP or server port number will cause the device to restart.

1. Click Setup > Network > Port.

2. Enterthe port numberinthe HTTPS Port text boxand then click
Save.

Click Setup > System > Security.

4. UnderHTTPS, select Enable. Uploading a custom SSL certificate
is also supported to ensure security.

5. Click Save.

Nexttime you login, enter the addressin httpos/IP:-HTTPS port number
format, forexample, https://192.168.0.250:443, to enter secure channel
mode. If HTTPS uses a defaultport number, enterthe addressin
htips/IP directly.
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Video Watermark

You can set the video watermark forthe camera to encrypt the video
and protect it from being deleted or modified.

1. Click Setup > System > Security > VideoWatermark.
2. Select Enable and set the watermark content.
3. Click Save.
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SYSTEM

Setting the System Time

You can use the following methods to adjustthe system time of your
device.

Manually Setting or Synchronizing the System
Time
1. Click Setup > Common > Time, and then click the Timetab.
2. SelectEnable for Client Time Synchronization.
3. Click Save.

Synchronizing with the NTP Server
1. Click Setup > Common > Time, and then click the Timetab.

2. Select Enable for NTP, and then enterthe IP address of the NTP
server and the camera's sync interval with the NTP server.

3. ClickSave. The camera will periodically synchronize time with the
NTP server.

Setting the DST
1. Click Setup > Common > Time, andthen click the DSTtab.
2. Select Enable DST, set the start time, endtime,and DSTbias.
3. Click Save.
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Viewing Device Status Upgrading the Device

You can view the currentstatus of your camera. New versions of camera firmware is available periodically and can be
found at http://www.avertx.com/product-downloads/.

Basic Info

Maintenance

Firmware Upgrade

Device Restart

| Product Model AVX-HD820IR
| Firmware Version IPC_Q1201-B5016P01D1604C09
| Hardware Version A

| Boot Version Vi3

’—(onﬁﬂ Management:

_ B Do notkeep current network and user setiings and restore all setlings fo defaults.

| Product Bar Code 210235T25N3165000001

| Network 10.1.0.226/255255255.0/10.1.0.254

| Divca;luna pal st el Make sure the software upgrade file is available before
| Operaticn Time 1 Day(s) 1 Hour(s) 8 Minute(s) starting the software upg rade.

| Edge Storage undefined

e Click Setup > Common > Basic Info. upgradefile.

1. Click Setup > System >Maintenance.

2. UnderFirmware Upgrade, click Browse and select the correct

¢ ClickRefreshfor the latest status information. (Optional) Select the check box to enable Upgrade Boot Program.

* Viewthe device information. Click Upgrade and then confirm to start. The camera will restart

automatically after the upgrade is completed.

You mustuse the correct upgrade file for you camera.
Otherwise, unexpected results mayoccur.

e The upgradefileisaZIP file and mustinclude all the necessary
files.

e The boot program loads the operating system and then the
system starts running. The upgrade bootprogram function is
disabled by default,and only the camera will be upgraded to
the latest version. If enabled, both the camera and the boot
program are upgraded, and the operating system of the
following new versions can be booted properly and the camera
can be upgradedconveniently.

36775AA
37


http://www.avertx.com/product-downloads/

e Ensure that the power supply is normal during upgrade.
The device will restart after the upgrade is completed.

Restarting the System

1.
2.

Click Setup > System >Maintenance.

Under Device Restart, click Restart. The device will restart after
you confirm the operation. You may also enable auto-restartby
selecting Enable Auto Restartand setting a time forauto-start.
The device will restart at the settime.

CAUTION! Perform this operation with caution because restarting the

system interrupts the ongoing service.

Importing and Exporting System
Configuration File

Export the current configurations of the camera and save them to the
PC or an external storage medium. You can also quickly restore
configurations by importing backup configurations stored on the PC or
an external storage medium back to the camera.

CAUTION! After you perform the Defaultoperation, all settings are

restored to factory defaults, except the following:login
password of the system administrator, network settings,
and systemtime.

Make sure you importthe correct configuration file for your
camera. Otherwise, unexpected results may occur. The
camera will restart when the configuration file isimported
successfully.

Click Setup > System >Maintenance.

2. To importconfigurations thatyou have backed up, click Browse
next to the Import button and select the configurations you wantto
import, and then click Import. The resultwill be displayed.

3. To export configurations, click Browse nextto the Export button,
select the destination folder, and then click Export.

36775AA

4.

To restore defaultconfigurations, click Default and then confirm the
operation. The device will restart and restore the default
configurations.
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FIVE: LIVE VIEW

Live view means playing live video (real-time audio and video) received
from acamerain a window through the Web interface.

AVERTN B tieView | & sewp

LIVE VIEW TOOLBAR

Button Description

Display in full screen mode.

=
n u Play/stop live video.
/

36775AA
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APPENDIX A
GLOSSARY

OSD

On Screen Display

PoE Power over Ethernet

PPPoE Point-to-Point Protocol over Ethernet
PTZ Pan, Tilt, Zoom

ROI Region of Interest

SMTP Simple Mail Transfer Protocol

SSL Secure Socket Layer

UNP Universal Network Passport

usB Universal Serial Bus

VBR Variable Bit Rate

WDR Wide Dynamic Range

Acronym Description
ARP Address Resolution Protocol
CBR ConstantBit Rate
DNS Domain Name Service
DDNS Dynamic Domain Name Service
DHCP Dynamic Host Configuration Protocol
DST DaylightSaving Time
FTP File Transfer Protocol
GOP Group Of Pictures
GUI Graphical User Interface
HTTPS Hyper Text Transfer Protocol over SSL
IE Internet Explorer
IMOS IP Multimedia Operation System
P Internet Protocol
IPC IP Camera
MTU Maximum Transmission Unit
NTP Network Time Protocol
36775AA
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APPENDIX B FAQ

What to do if no message prompts me to install
ActiveX when | log in on a Windows 10 PC the first
time

Answer: Follow these steps to turn off UAC and thenlog in again:

e Clickthe Start button, and then click Control Panel.

¢ Inthe search box, type uac, and then click Change User
Account Control Settings.

¢ Move the sliderto the Never Notify position,and then click
OK.

o After UAC s turned off, login again.
What to do if the installation of ActiveX failed

Answer: If the installation failed, add the IP address of the cameraasa
trusted site: open Internet Option in IE, clickthe Security tab, click
Trusted sites, and then click Sites to add the website.

If you use Windows 10, you need to save the setup.exe to your PC first,
right-click the file, select Run as administrator, and then install it
according to instructions.

What to do if live video fails when | log in for the
first time

Answer: Close the firewall on your PC and then login to the Web
interface again.

36775AA
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APPENDIX C:
SPECIFICATIONS

CAMERA SPECIFICATIONS

Model Number

HD428

Privacy Masking Yes
MicroSD Backup Slot No

IP Rating IP67
Tamper/Vandal Resistant Yes

IP66 Connector Yes
Heater Yes
ONVIF Compliance Profile S**

Max Resolution

8MP (3840 x 2160)

Operating Temperature

-35°~ 140°F (-37° ~ 60°C)

Number of Video Streams

2 (High resolution stream for single
camera view, low resolution stream
formultiple camera view)

Cold Start Temperature

35°F (-37°C)

Audio

No

Frames Per Second

15 fps @ 8MP (3840 x 2160) or 30
fps @ 5MP (2592x1944)

Paintable Cover

No

Dimensions

75"Lx29"Wx 28H

Compression

H.264 Enhanced Codec

Image Sensor

1/2.5” CMOS

Wide Dynamic Range

Spectrum Vision True WDR / HDR,
120db

Focal Length 4 mm Fixed
Field Of View (Horizontal) 91.6°

Iris Control F1.6 Fixed
Backlight Compensation Yes

Auto Gain Control Yes

Minimum lllumination

0.001 Lux (Color) @ 30IRE; 0.0 Lux
(IR LED)

Day /Night

True Day / Night with IR Cut Filter

IR LEDs

High Intensity LEDs with Smart IR
Technology

Max IR Range*

Up to 100 feet (30mm) from camera

Optimal IR Range*

Up to 60 feet(18m)from camera

36775AA
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Are any parts of this manual incomplete or unclear? Please letus know!
Contact us at support@avertx.com with your comments.

www.avertx.com

1-855-2AVERTX
© 2018 AvertX

All rights reserved. No part of this publication may be reproduced by any
means withoutwritten permission from AvertX. The information in this
publicationis believed to be accurate in all respects. However, AvertX
cannotassume responsibility forany consequences resulting from the use
thereof. The information contained herein is subjectto change without
notice. Revisions or new editions to this publication may be issued to
incorporate such changes.

36775AA
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